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Purpose: This study aims to design and implement an RFID-
based smart door lock prototype using Arduino Uno as an
interactive learning medium for automatic door security
technology at UPTD Graha Teknologi Sriwijaya.

Research Methodology: This study uses a descriptive method
with a qualitative approach. Data were collected through
observation, interviews, and documentation at UPTD Graha
Teknologi Sriwijaya. System development applied the prototype
method through requirements analysis, initial design, prototype
construction, functional testing, evaluation, and implementation.
Results: The prototype integrates an Arduino Uno, RFID RC522
reader, RFID card/keychain, 16x2 12C LCD, SG90 servo motor,
buzzer, 18650 lithium-ion battery, step-up charger, switch, and a
3D-printed smart home model.

Conclusions: Functional testing shows that registered RFID
identifiers trigger the opening sequence and feedback, while
unregistered identifiers are rejected, and the door remains locked.
The prototype therefore provides a practical demonstration of
RFID identification, microcontroller-based decision making,
automatic actuation, and user feedback.

Limitations: The study does not evaluate long-term durability,
advanced cybersecurity, large-scale deployment, or statistical
learning outcomes.

Contributions: The study offers a reproducible educational
prototype concept that connects embedded-system components
with an observable learning interaction in a science-center
environment.
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1. Introduction

Technological development has encouraged the use of microcontrollers and automatic identification
systems in security applications (Aretha, Rachmah, Sholikhah, Afifah, & Radianto, 2024). One
implementation is the smart door lock, which replaces or supplements conventional mechanical keys
with electronic authentication. Radio Frequency Identification (RFID) is particularly suitable for this
type of application because an RFID reader can obtain an identifier from a tag or card without direct

physical contact (Aretha et al., 2024; Hidayatullah, Hadary, & Marindani,_ 2024). In a
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microcontroller-based system, the identifier can be processed to determine whether access should be
granted or denied (Hermawanto, Habibi, & Hasyim, 2022).

An automatic door security system also has educational benefits. The relationship between an input
device, a processing unit, and output actuators can be demonstrated physically, allowing learners to
observe the complete process rather than only reading a theoretical explanation (Leo, Azis, &
Emidiana, 2021). The Arduino Uno is useful in this context because it provides a relatively simple
microcontroller platform for connecting RFID readers, displays, actuators, and indicators. Therefore, a
physical prototype can simultaneously function as a demonstration of embedded system principles and
as an example of access control technology (Hidayatullah et al., 2024; Ilham, Ihsan, Yofinaldi, &
Paduloh, 2024).

UPTD Graha Teknologi Sriwijaya uses direct demonstrations and interactive teaching aids in science
and technology education. Visitors can observe exhibits, read captions, receive explanations from
guides, and interact directly with the available equipment (Nugroho, Ladjamudin, & Bariroh, 2020).
The study documented numerous educational exhibits, including science games, energy
demonstrations, measurement devices, mechanical demonstrations, and other interactive tools.
However, the study also found that some exhibits were relatively old and that the available
educational media did not include an RFID-based automatic door security demonstration. This created
an opportunity to introduce a contemporary digital-security topic through a tangible learning medium
(Pamungkas, Haryanto, Saputra, Alfaridzy, & Hafidz, 2024).

Observation at the research site was conducted from March 16 to March 30, 2026. Interviews were
conducted on May 11, 2026, with the Head of Publication and Educational Services and the Head of
Science and Technology Demonstration. The interviews focused on the condition of existing teaching
aids, the way information was delivered to visitors, the need for more interactive media, and the
potential use of a smart door lock prototype. These activities established the practical context for the
development described in this study.

Therefore, the research problem is not simply how to make a door lock work, but how to translate the
working principle of RFID-based access control into a compact, understandable, and interactive
educational exhibit (Pardani & Yulianti, 2026). The resulting prototype must show the relationship
between RFID identification, Arduino processing, access decisions, servo movement, visual feedback,
and audio feedback. The design must also be simple enough for visitors from different age groups and
backgrounds to understand.

Previous studies have demonstrated RFID-based door locks using Arduino and related
microcontrollers, with most applications emphasizing physical access security, authentication,
laboratory or residential locking, IoT integration, or operational convenience (Rahmi, 2021). Some
studies have also developed automatic-door trainers for formal technical learning. However, these
approaches generally position the system as either a functional security device or a subject-oriented
trainer, rather than as a compact public-facing science-and-technology exhibit whose primary purpose
is to make the authentication process understandable through direct interaction. The novelty of the
present study lies in repositioning the RFID door-lock architecture as an interactive educational
exhibit at UPTD Graha Teknologi Sriwijaya. The prototype combines five design characteristics in
one demonstrator: (1) RFID-based contactless identification, (2) Arduino-based real-time decision
making, (3) servo-driven physical actuation, (4) simultaneous visual and audio feedback, and (5) a
self-contained 3D-printed Smart Home presentation with independent power. This combination is
intended to expose the input-process-output chain of access control in a form that can be observed and
operated by visitors without requiring a full-scale door installation. Therefore, the contribution is not a
claim of a new RFID algorithm, but a new educational framing and integration of established
components into a context-specific interactive learning medium (Rahmi, 2021; Rizal, Diharjo, &
Ridwan, 2025; Pamungkas et al., 2024; Sari, Sulaiman, & Apdilah, 2025).
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Based on this gap, the objective of the study is to design and implement an RFID-based smart door
lock prototype using Arduino Uno as an interactive learning medium at UPTD Graha Teknologi
Sriwijaya. The study specifically examines whether the integrated prototype can clearly demonstrate
the sequence of RFID identification, UID verification, access decision, servo actuation, and user
feedback within a compact physical model. The study also documents the component integration and
functional behavior needed to reproduce the demonstrator, thereby providing a practical reference for
the development of similar educational embedded-system exhibits.

2. Literature Review

2.1 Smart Door Lock and RFID-Based Access Control

A smart door lock is an electronic access-control mechanism that verifies an identity and then controls
a locking actuator. In the prototype developed in this study, the verification identity is the UID of an
RFID card or keychain. The Arduino Uno acts as the decision-making controller, while the SG90
servo provides the physical movement needed to simulate unlocking and relocking. The LCD and
buzzer provide immediate feedback to the user (Sianturi & Sitio, 2025; Zafitri, Satra, & Alwi, 2025).

RFID enables identification without requiring direct contact between the tag and reader. The
RC522/MFRC522 module used in this study operates at 13.56 MHz and communicates with the
Arduino through SPI. The research documentation describes a typical reading range of up to
approximately 10 cm and a fast response suitable for access-control demonstrations. These
characteristics support the choice of RFID as an input technology for a hands-on learning exhibit
(Aretha et al., 2024).

RFID also has limitations that are important to communicate in an educational context. Reading
performance can be affected by surrounding materials, especially metal and liquids, and the reading
Saldierna, 2023). RFID-based access systems can also require careful consideration of power
continuity and authentication security. Because the present prototype is educational, these limitations
are treated as part of the learning context rather than as reasons to design a production security
system.

2.2 Arduino Uno, Actuation, and User Feedback
The Arduino Uno was used as the central controller in the prototype. It receives the UID from the

RFID reader, compares the UID with a registered identifier stored in the program, and then determines
the appropriate output response. This architecture clearly illustrates the input-process-output

& Khambali, 2025; Zafitri et al., 2025).

The SG90 servo motor was used as the actuator. When access was granted, the Arduino sent a control
signal that moved the servo to the opening position. After the programmed delay, the servo returned to
the closing position. The LCD 16x2 provided textual feedback, such as system readiness, checking
status, access granted, and access denied. The buzzer provided an auditory indication so that the result
of authentication was not communicated visually only (Saputra et al., 2024; Septian & Andrasto,
2020).

The prototype uses an independent power arrangement consisting of 18650 lithium-ion batteries, a
two-slot holder, a step-up charger module, and an ON/OFF switch. The power arrangement allows the
exhibit to be operated without continuously relying on a computer USB connection. The 3D-printed
smart home model houses the electronic components and provides the system with a recognizable
physical context for visitors (Pardani & Yulianti, 2026; Rifal, Kusmantoro, & Harjanto, 2024).
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2.3 Educational Media and Research Gap

Educational technology media are more useful for demonstration when learners can see a concept,
interact with it, and receive immediate feedback. Existing research on Arduino and RFID has shown
that automatic door trainers and RFID-based systems can support practical learning, while other
studies have developed RFID door locks for laboratories and residential environments (A. H. Nugroho
et al., 2020). These studies establish the technical feasibility of RFID-based access control, but they
leave an opportunity to integrate the same technology into a public science-center exhibit designed
around explanation and interaction rather than permanent security operation (Pardani & Yulianti,
2026; Rifal et al., 2024).

Therefore, the research gap is defined by the intersection of technology, presentation, and educational
purpose. The intended user of this study is not a technician operating a permanent security installation
but a visitor learning about digital technology in a science center environment. The prototype
consequently emphasizes the visibility of the process, simplicity of interaction, compact physical
presentation, standalone operation, and explanatory feedback. The distinctive contribution of this
study is the integration of the complete access-control chain card detection, UID verification,
decision, servo movement, LCD status message, buzzer indication, and automatic relocking inside a
recognizable 3D-printed Smart Home model. This design turns an otherwise abstract authentication
concept into a directly observable sequence and provides a physical bridge between embedded system
theory and everyday smart home technology (Hermawanto et al., 2022; Jenaro, Sulistyo, Santosa, &
Widodo, 2021).

This study does not formulate a statistical hypothesis because the design is descriptive and qualitative.
Instead, its working proposition is that an integrated RFID-Arduino demonstrator can provide a clear,
functional, and interactive representation of automatic access control for educational use. The
proposition is examined through functional testing of registered and unregistered RFID identifiers and
Accordingly, the novelty is evaluated at the level of educational-system integration and demonstrator
design, not through claims of superior security performance against existing commercial door-lock
systems.

3. Research Methodology

3.1 Research Design and Site

This study used descriptive research with a qualitative approach. The descriptive design was used to
document the condition of educational media and to describe the resulting prototype, while the
qualitative approach supported direct observation, interviews, documentation, and interpretation of
prototype performance. The research was conducted at the UPTD Graha Teknologi Sriwijaya, located
in the Taman Budaya Sriwijaya complex in Jakabaring, Palembang, South Sumatra.

The research site is a public science and technology education facility that provides interactive
exhibits for students and the general public. This study identified the need for an additional teaching
aid related to digital security, RFID identification, microcontrollers, and automatic access control.
This site-specific need became the basis for the prototype requirements.

3.2 Data Collection

Observation was conducted from March 16 to March 30, 2026, to examine existing teaching aids,
their level of interactivity, and the availability of educational content related to digital security and
RFID. The observation showed that the institution already used direct demonstrations but did not yet
have an RFID-based smart door lock exhibit.

Interviews were conducted on May 11, 2026. The first interview was with Mardesa, Head of
Publication and Educational Services, using 12 questions concerning existing teaching aids,
interactive educational needs, visitor information delivery, and the proposed smart door lock medium.
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The second interview was with Firdaus, Head of Science and Technology Demonstration, using 10
questions concerning exhibit conditions, technology demonstrations, microcontroller-based teaching
aids, and the use of Arduino and RFID. Documentation consisted of photographs and supporting
records of exhibits, observations, interviews, and prototype development.

3.3 Prototype Development Method

The system was developed using an evolutionary prototype approach. The first stage involved
identifying requirements and preparing the initial design. The second stage involved assembling the
hardware and developing the Arduino program. The third stage involved testing and evaluation. If the
results were not consistent with the intended functions, the prototype could be refined and tested
again. After the required functions were achieved, the final prototype was prepared as an educational
medium (Suherman & Kurniawan, 2023).

The principal system flow is organized into inputs, processes, and outputs. An RFID card or keychain
is used as an input. The RC522 reader obtains the UID and sends it to an Arduino Uno. The Arduino
compared the UID with the value registered in the program. For a valid UID, the output consisted of
an access-granted message, servo movement to open the door, and supporting indication. For an
invalid UID, the system displays access denied, activates the buzzer, and leaves the servo in the
locked position (Setiawan, 2023).

The software was developed using the Arduino IDE with C/C++-based programming. The program
initializes the serial communication, SPI interface, RFID reader, LCD, servo, and buzzer. The loop
then checks for a new RFID card, reads its UID, performs the matching process, calls the appropriate
access function, stops the RFID transaction, and returns the display to standby mode. The components
used in the prototype and their respective functions are listed in Table 1.

Table 1. Prototype components and their functions

Component Role Educational function
Arduino Uno Main controller Demonstrates embedded processing and
control
RFID RC522 Reads RFID UID Demonstrates contactless identification
RFID card/keychain User identity Demonstrates authentication input
LCD 16x2 Displays status Makes system state visible
SG90 servo Door actuator Demonstrates automatic mechanical control
Buzzer Audio indicator Provides immediate feedback
18650 battery + step-up .
charger Power supply Demonstrates portable operation
3D-printed Smart Home Prototype housing Provides visual and physical context
3.4 Functional Testing

Testing was conducted using a descriptive qualitative approach and black box principles. The test
focused on external behavior rather than the program's internal structure. The test conditions included
registered and unregistered RFID cards and tags. The main observations were RFID reading, access
status, LCD output, buzzer response, servo movement, and response delay (Putra & Lestari, 2023;
Raharjo & Prasetyo, 2023).

An acceptable registered card condition was defined as the system reading the card, recognizing its
UID, displaying an access-granted message, and moving the servo to the opening position before
returning to the locked position. An unregistered card condition was defined as the system reading the
card but rejecting the UID, displaying an access-denied message, activating the buzzer, and
maintaining the locked position.
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Because the prototype is intended as an educational demonstration, this study evaluates functional
behavior and usability-related suitability rather than long-term reliability, resistance to attack,
environmental durability, or production security performance.

4. Results and Discussions

4.1 Prototype Implementation

As shown in Figure 1, the final prototype integrates the principal components into a compact smart
home model. The RFID reader is positioned externally so that visitors can easily tap a card or
keychain. The LCD is positioned where the status message can be seen directly. The Arduino Uno,
power components, and wiring are arranged inside the model to maintain a cleaner appearance and
protect the electronic assembly (Nasution & Fahri, 2024).

The implementation establishes a complete input-process-output chain. The RFID card or keychain
provides the identity input. The RC522 reads the UID and communicates with the Arduino through
SPI. The Arduino compares the UID with the registered identifier. The results are then transmitted to
the LCD, servo, and buzzer. This architecture makes the system behavior visible and easy to explain
during demonstrations (A. P. Nugroho, Prasetya, & Dewi, 2024).

Figure 1. Overall RFID-based Smart Door Lock prototype

4.2 System Architecture and Operation

The system begins when the ON/OFF switch is activated (Figure 2). Power from the 18650 battery
arrangement is regulated through the step-up charger and supplied to the electronic components.
Arduino Uno initializes the RFID reader, LCD, servo, and buzzer. The LCD then enters a standby
state and instructs the user to present an RFID card (Firmansyah, Bachtiar, & Syahputra, 2024; M. F.
Hidayatullah & Sari, 2024).

INPUT PROCESS OUTPUT
RFID RC522 Module Arduino Uno * SG90 Servo Motor
(Reads RFID Card/Keychain)  |—») (Processes RFID data and —p|  (Opensicloses the lock)
controls the system) +LCD 16x2
(Displays access status)
« Buzzer
(Sound indicator)
A
POWER SUPPLY

18650 Battery +
2-Slot Battery Holder
Step-Up Charger Module +
ON/OFF Switch

Figure 2. Block representation of the prototype system
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As illustrated in the flowchart in Figure 3, when a card is placed near the RC522, the reader obtains
the UID and sends it to the Arduino. The program checks whether the UID length matches the
expected length and then compares each UID byte with the registered UID. If every byte matches, the
program calls the access-granted routine. The LCD displays an access-granted message, the servo
moves to the open position, and after the programmed opening interval, the servo returns to the closed
position(Kusuma & Ardianto, 2024).

( swr )

v

System Initialization
(Arduino Uno, RFID RC522,
LCD 16x2, SG90 Servo, Buzzer,
and Power Supply System)

h 4

Tap the RFID Card/Keychain
on the RFID RC522 Module

v

RFID RC522
Reads the RFID ID

v

A

Arduino Uno Processes and
Verifies the RFID ID

Is the RFID ID
Registered?

Access Granted Access Denied
* LCD displays * LCD displays
"Access Granted" "Access Denied"
» Buzzer sounds » Buzzer sounds
+ SG90 servo opens the (warning)
lock mechanism * Servo remains in initial

l position {dooIocked)

After a few seconds,
servo returns and the
door locks again

Wait a few seconds

h 4

The system returns to waiting for
the next RFID reading

Figure 3. Flowchart of RFID verification and access control
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If the UID does not match the registered value, the program calls the access-denied routine. The LCD
reports the rejection, and the buzzer provides an audible warning. The servo is not moved to the
opening position; therefore, the simulated door remains locked. The process demonstrates the
essential logic of an access-control system without requiring a full-scale physical door.

4.3 Functional Test Results
Table 2. Functional behavior of the prototype

No Condition RFID reading LCD Servo Buzzer
: Access granted / door Opens, then No rejection
1 Registered card Detected open closes warning
2 Unregistered card Detected Access denied Remains locked  Warning
indication
3 System startup Reader initialized | System ready / standby Closed Off

As shown in Table 2, the functional test indicates that the prototype performs the intended access-
control sequence. A registered card is recognized and produces the expected output chain, whereas an
unregistered card does not activate the door-opening mechanism. Therefore, the test supports the basic
functional requirement that the authentication results control the actuator state.

The results in Table 2 are important for the educational purpose of the prototype because each
authentication state has visible and audible consequences. Visitors can directly observe that the same
reader can produce two different system decisions depending on the stored fingerprints. The LCD
makes the decision explicit, the servo converts the decision into physical movement, and the buzzer
adds an additional feedback channel to the system.

The testing approach was intentionally limited. The research did not claim a quantitative accuracy
percentage because the available evidence in the TA is descriptive and functional rather than a
statistically designed repeated-trial dataset. Accordingly, the article reports observed functional
outcomes rather than inventing numerical performance measures.

4.4 Physical Design as Learning Media

As shown in Figure 4, the 3D-printed smart home structure serves both as housing and as a visual
teaching aid. The door became the central object of the demonstration, while the RFID reader was
positioned at the point where a user would normally interact with an access-control system. This
arrangement helps connect the electronic components with a familiar real-world context (Fitriani,
Rizkyudin, & Pradhana, 2022; Muzaki, Amal, & AlFarisi, 2024; Pasaribu & Setiawan, 2021).

The internal placement of the Arduino, power module, and wiring keeps the external presentation
orderly. Simultaneously, the visible LCD, RFID reader, and door mechanism expose the important
stages of the process. Therefore, the design balances technical protection with educational visibility.
The prototype is also consistent with the learning environment at UPTD Graha Teknologi Sriwijaya,
where visitors are encouraged to learn through direct interactions. The study documentation describes
the institution as using practical and interactive demonstrations in science, technology, and
mathematics. The Smart Door Lock extends this approach to the area of digital security and embedded
systems.
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Figure 4. Prototype viewed as a 3D Smart Home educational model

4.5 Discussion in Relation to Previous Research

The prototype is technically aligned with earlier RFID door-lock studies in using a reader,
microcontroller, authentication logic, and actuator. Research on Arduino-based door locks has shown
that RFID can be used to distinguish authorized and unauthorized access, while other studies have
extended such systems through [oT, smartphone control, logging, or additional authentication factors.

The present study differs primarily in terms of its educational objectives. Instead of optimizing a
permanent access control installation, it translates the access control principle into an interactive
exhibit. This emphasis is consistent with research showing that Arduino and RFID can be incorporated
into learning media and training. Therefore, the value of the prototype is not limited to whether the
door opens; it lies in making the underlying process observable and explainable.

The prototype also supports experiential learning because visitors can perform authentication actions
themselves. A visitor presents a card, observes the reader's response, sees the verification message,
and then sees the door actuator respond. This short feedback loop can make concepts such as RFID
identification, UID matching, microcontroller processing, and actuator control easier to communicate
than a static explanation.

4.6 Validation and Suitability at the Research Site

Before being treated as the final result, the prototype and its design were discussed with personnel at
UPTD Graha Teknologi Sriwijaya, particularly those responsible for science and technology
demonstrations and educational services. The discussion considered system functionality, physical
appearance, ease of use, safety, alignment with educational missions, and possible future
development. The research documentation states that the relevant UPTD personnel agreed on the
prototype as an educational aid. This supports the practical suitability of the prototype in the study
setting. Nevertheless, the validation described in the TA is qualitative and site-based; it should not be
interpreted as a standardized psychometric validation or a statistically generalizable evaluation of
learning effectiveness.

4.7 Educational Interpretation and Practical Implications

The prototype can be interpreted as a small-scale embedded learning system because it combines
identification, processing, actuation, and feedback into one observable sequence. From the visitor's
perspective, the interaction begins with a simple action—placing a registered or unregistered card near
the reader. The RC522 converts the radio interaction into an identifier, the Arduino processes the
identifier, and the output devices translate the decision into visual, auditory, and mechanical
responses. This chain is useful for explaining that an automated security system is not a single
component but a coordinated set of hardware and software functions.

An important practical implication is the possibility of explaining the system logic without exposing
the visitor to complex source code. The LCD messages provide a user-level representation of the
program states: standby, checking, access granted, and access denied. The servo provides a physical
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representation of the access decision. The buzzer provides a second channel of feedback. These
outputs can be explained individually and then connected to the overall system architecture. Such an
approach is appropriate for a science-center environment because visitors may have different levels of
prior knowledge about electronics and programming.

The prototype also demonstrates the educational value of modular hardware. The RFID reader can be
discussed as an input device, the Arduino as the processing unit, and the servo, LCD, and buzzer as
outputs. The battery, charger, and switch illustrate the importance of power management. The 3D-
printed smart home model then connects these technical elements to a familiar application. This
modular explanation can help educators demonstrate basic embedded-system concepts before
introducing more advanced topics, such as networking, databases, or multi-factor authentication.

From a system-development perspective, the use of an evolutionary prototype method is consistent
with the need to adjust a physical teaching aid through repeated observation and evaluation. Hardware
placement, display visibility, user interaction, and mechanical movement are easier to assess after an
initial physical model exists. Therefore, the method supports iterative improvement rather than
requiring every design detail to be finalized before the first working model is assembled.

Nevertheless, the practical scope of the prototype should be clearly communicated to users. The
system demonstrates the principle of RFID authentication but should not be considered a production-
grade security solution. The registered UID is handled within the Arduino program, the RFID reading
distance is limited, and the prototype does not include centralized logging or advanced cryptographic
authentication. Presenting these boundaries as part of the educational material can be beneficial
because visitors can learn that engineering systems involve trade-offs between simplicity, cost,
usability, security, and scalability.

At the institutional level, the prototype adds a digital security theme to an existing collection of
practical teaching aids. The research site already uses direct interaction and demonstrations to support
the learning process. The Smart Door Lock can extend this model by allowing visitors to experience a
contemporary application of RFID and microcontroller technology. It can also serve as a starting point
for future exhibits involving IoT, access logs, wireless communication, fingerprint authentication, or
other smart home technologies.

Finally, the study suggests that educational contributions should be assessed more systematically in
future work. The present study establishes functional suitability and qualitative agreement from
relevant personnel, but it does not quantify changes in visitor knowledge. A subsequent study could
compare understanding before and after interaction with the prototype, examine ease of use across
visitor groups, and measure the consistency of system responses over repeated trials. These additions
would strengthen the evidence concerning both technical reliability and educational effectiveness.

5. Conclusions

5.1 Conclusion

This study successfully designed and implemented an RFID-based smart door lock prototype using
Arduino Uno as an interactive learning medium at UPTD Graha Teknologi Sriwijaya. The system
integrates RFID RC522, RFID card/keychain, Arduino Uno, LCD 16x2, SG90 servo, buzzer, and an
independent battery-based power supply in a 3D-printed smart home model. Functional testing
confirmed the intended input-process-output sequence: a registered RFID identifier is detected and
verified, the servo opens the simulated door, the LCD and buzzer provide feedback, and the door
subsequently returns to the locked state; an unregistered identifier is rejected, and the door remains
locked.

Functionally, the prototype demonstrates the complete sequence of RFID identification, UID
verification, access decision, actuator control, visual feedback, audio feedback, and automatic
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relocking. Registered cards are granted access and cause the servo to open the simulated door,
whereas unregistered cards are rejected and cause the door to remain locked. These results support the
feasibility of presenting the authentication chain as a directly observable learning interaction.

The main contribution and novelty of this study are the context-specific integration and presentation
of established RFID-Arduino technology as a public educational exhibit. Unlike a conventional smart
lock that prioritizes operational security, this prototype is deliberately designed so that visitors can
observe and interact with each stage of the access-control process within a compact 3D-printed smart
home model. The combination of standalone power, RFID identification, Arduino decision logic,
servo actuation, LCD messages, buzzer feedback, and automatic relocking creates a self-contained
demonstrator that connects embedded-system concepts with a familiar smart-home scenario. Thus,
this study contributes a practical design model for science-center educational media rather than
claiming a new authentication algorithm.

5.2 Research Limitations

This study was limited to a prototype and educational demonstration. It does not assess the long-term
component durability, large-scale deployment, resistance to deliberate attacks, database-based access
logging, or comprehensive environmental testing. The learning impact on visitors was not measured
using a controlled quantitative learning-outcome instrument.

5.3 Suggestions and Directions for Future Research
Future development can add Wi-Fi or Bluetooth to introduce Internet of Things concepts, while a

database or memory card can be used to record access history. Alternative actuators and authentication
methods, such as fingerprint sensors, keypads, and facial recognition, can broaden the educational
content. The 3D smart home model can also be refined to provide a more realistic representation of a
residential smart-security system.

Future studies should additionally evaluate learning effectiveness using pretest and posttest
instruments, usability questionnaires, repeated functional trials, and systematic reliability
measurements. Such work would complement the present functional prototype study and provide
stronger evidence of educational impact.
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