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Abstract

Purpose: This study aims to provide a comprehensive comparative
review of modern cryptographic algorithms, specifically examining
symmetric encryption techniques (AES and RC4) and asymmetric
encryption techniques Rivest Shamir Adleman (RSA), to evaluate
their performance, structure, and suitability for contemporary digital
security applications.

Research Methodology: A systematic literature review
methodology was employed to analyze and compare cryptographic
primitives. Primary and secondary sources, including peer-reviewed
journals and conference proceedings published predominantly
within the last five years, were examined. Comparative parameters
including key size, block size, structure, speed, security level, and
computational cost were used to evaluate each algorithm.

Results: The findings demonstrate that symmetric algorithms,
particularly Advanced Encryption Standard (AES), exhibit superior
speed and computational efficiency compared to asymmetric
algorithms such as RSA. AES with a 128-bit block size and variable
key lengths of 128, 192, or 256 bits offers excellent security through
its substitution-permutation network. RC4, as a stream cipher,
proves effective for real-time and resource-constrained
environments. RSA, while computationally expensive, remains
indispensable for secure key exchange and digital authentication.
Conclusions: Modern cryptographic systems benefit from hybrid
approaches integrating both symmetric and asymmetric algorithms
to balance security and computational efficiency. AES remains the
gold standard for symmetric encryption, while RSA continues to
underpin public-key infrastructure.

Limitations: This study is limited to three primary algorithms
(AES, RC4, RSA) and does not encompass all emerging lightweight
cryptographic protocols or post quantum cryptographic schemes.
Contributions: This paper contributes a structured, comparative
analysis of foundational cryptographic algorithms, bridging
classical cryptographic theory with current implementation
standards, providing researchers and practitioners with a
consolidated reference framework.
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1. Introduction

Cryptography, derived from the Greek words kryptdés and graphein meaning "hidden writing,"
represents one of the oldest and most critical disciplines in information security. For over two millennia,
cryptographic techniques have evolved from simple substitution ciphers used in ancient civilizations to
the complex mathematical constructs underpinning modern digital communications (Stamp & Low,
2007). In an era defined by exponential growth in internet connectivity, cloud computing, and digital
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transactions, the importance of robust cryptographic mechanisms cannot be overstated (Kapoor &
Thakur, 2022). The increasing sophistication of cyber threats has necessitated continuous advancements
in encryption algorithms to safeguard sensitive information across diverse platforms and applications
(Luo, Chen, Chen, & Cheng, 2024).

The fundamental objective of cryptography is to ensure information confidentiality, integrity,
authentication, and non-repudiation in communications between parties (Barker & Roginsky, 2011).
Modern cryptographic systems are broadly classified into two categories: symmetric-key cryptography,
where the same key is used for both encryption and decryption, and asymmetric-key cryptography,
which employs a pair of mathematically related public and private keys (Ghosh, Biradar, Shinde
Bhojaned, & Shirapure, 2015). Each paradigm carries distinct advantages and limitations that influence
their suitability for specific use cases and deployment environments (Kamel Saadeldin, Abogabal, &
Shahin, 2026).

Symmetric encryption algorithms, such as the Advanced Encryption Standard (AES) and the RC4
stream cipher, are widely adopted for their computational efficiency and suitability for bulk data
encryption (Nurrohmah & Saputra, 2026). AES, standardized by the National Institute of Standards and
Technology (NIST) in 2001, has become the de facto standard for government and commercial data
protection worldwide (Zhang, 2021). RC4, despite its historical vulnerabilities in certain
implementations, remains relevant in constrained and real-time processing environments due to its
simplicity and speed (Jindal & Singh, 2017).

Asymmetric cryptography, further popularized through the RSA algorithm developed by Rivest,
Shamir, and Adleman in 1977, revolutionized the field by enabling secure key exchange without the
need for a pre-shared secret (Wijaya & Ainun, 2025). RSA and its variants form the backbone of public
key infrastructure (PKI), underpinning protocols such as TLS/SSL, digital signatures, and certificate
based authentication (Bos et al., 2018). However, the computational overhead associated with
asymmetric algorithms limits their use in resource-constrained environments and high-throughput
applications.

Despite the abundance of individual studies on cryptographic algorithms, there remains a need for
integrative comparative analyses that synthesize findings across multiple algorithm types within the
context of contemporary security requirements. Prior reviews have often focused narrowly on single
algorithm families or specific application domains, leaving practitioners without comprehensive
guidance for algorithm selection. Furthermore, rapid advances in computing power, including the
emergence of quantum computing, have renewed interest in evaluating the long-term security of
existing cryptographic standards (Alagic et al., 2022).

This paper presents a structured comparative review of three foundational cryptographic algorithms
AES, RC4, and RSA examining their operational mechanisms, performance characteristics, and
security properties. The novelty of this study lies in its unified comparative framework that evaluates
these algorithms across multiple parameters relevant to modern deployment scenarios, including
computational efficiency, key management complexity, security robustness, and applicability to
contemporary network security protocols. The primary objective is to provide researchers and security
practitioners with a consolidated reference that facilitates informed algorithm selection and hybrid
cryptographic system design. Specifically, this review seeks to: (1) analyze the internal mechanisms of
AES, RC4, and RSA; (2) compare their performance across critical parameters; and (3) discuss their
applicability in current information security contexts, thereby bridging foundational cryptographic
theory with practical implementation guidance.

2. Literature Review and Hypothesis/es Development

2.1 Evolution of Cryptographic Algorithms

The evolution of cryptographic algorithms reflects the ongoing arms race between cryptanalysts and
cybersecurity practitioners. Early symmetric ciphers such as the Data Encryption Standard (DES),
introduced in 1977, laid the groundwork for modern block cipher design; however, DES's 56-bit key
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length proved inadequate against brute-force attacks as computational power increased throughout the
1990s (Zacharias & Lao, 2024) . The subsequent development of Triple-DES (3DES) extended the
security of DES by applying the algorithm three times with different keys, but at the cost of significant
computational overhead. The selection of AES in 2001 marked a turning point in symmetric
cryptography, offering a configurable key length and a more sophisticated mathematical structure based
on the Rijndael cipher developed by Joan Daemen and Vincent Rijmen (Syam & Niswaty, 2025).

In parallel, the development of stream ciphers provided alternatives optimized for continuous data
streams and hardware-constrained environments. RC4, developed by Ron Rivest in 1987 and published
in 1994, became ubiquitous in wireless security protocols including WEP and early implementations of
WPA and SSL/TLS (Hammood, Yoshigoe, & Sagheer, 2015). However, subsequent cryptanalysis
revealed statistical biases in RC4's output, particularly in its initial keystream bytes, which led to its
deprecation in TLS 1.3 and modern wireless security standards. More recent stream ciphers such as
ChaCha20 have been proposed and adopted as secure alternatives, though RC4 remains in use in legacy
and specialized systems.
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Figure 1. Cryptography algorithms

The figure 1 presents a classification of cryptographic algorithms into two main categories, namely
symmetric cryptography and asymmetric cryptography. Symmetric cryptography uses a single shared
key for both encryption and decryption processes and is further divided into stream ciphers and block
ciphers. Stream ciphers encrypt data one bit or byte at a time, with RC4 (Rivest Cipher 4) being a well-
known example. In contrast, block ciphers encrypt data in fixed size blocks, providing stronger security
and wider adoption in modern systems. AES (Advanced Encryption Standard) is one of the most widely
used block cipher algorithms. Asymmetric cryptography, on the other hand, employs a pair of keys
consisting of a public key and a private key. This category includes RSA (Rivest Shamir Adleman) and
other public key algorithms that are commonly used for secure key exchange, digital signatures, and
authentication. The diagram illustrates the hierarchical organization of cryptographic techniques and
demonstrates how different algorithms are classified according to their encryption methods and key
management mechanisms.
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Figure 2. A technique for symmetric-key
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The figure 2 illustrates the process of symmetric key encryption, in which the same secret key is used
for both encryption and decryption. Initially, the original data, known as plaintext, is processed through
an encryption algorithm together with a symmetric key. This process transforms the readable
information into an unreadable form called ciphertext or scrambled data, preventing unauthorized users
from accessing its contents. When the encrypted data reaches the intended recipient, the same
symmetric key is applied in the decryption process to convert the ciphertext back into its original
plaintext form. The security of this method depends on the confidentiality of the shared key, as anyone
possessing the key can both encrypt and decrypt the data. Due to its high speed and computational
efficiency, symmetric encryption is widely used for securing large volumes of data in modern
communication systems.

2.2 Cipher Enclose

When a block of information is encrypted using the same key each time, the block cipher is named.
Specifically, when using a block cipher, the same code key will encrypt the same chipper-text every
time in a different stream encryption. A block cipher is referred to as an iterated cipher if the chip is
determined by repeatedly applying an iterative applying the round function on the plaintext. With every
round, the entered document is coupled with a round key. The Advanced Encryption Standard (AES)
was introduced in 2001 for the encryption of electronic data was created by NIST, the National Institute
of Standards and Technology. Even the government of the United States recognized the standards for
data encryption (DES) continued value in the 1990s. NIST started searching for a DES substitute in
1997 and eventually decided to use the AES algorithm in its place. The AES must be a block cipher
capable of handling blocks with 128 bits. making use of the estimated 128, 192, and 256-bit keys.

AES has the ability to both encrypt and decrypt data for the symmetric block cipher. "The Encryption"
transforms the data into an unintelligible format known as a text cipher. The process of returning the
data to its original format is known as decryption. Unlike DES, AES has a variable number of rounds
since it is dependent on the key's length. In this case, AES uses 10 rounds for 128-bit keys, 12 rounds
for 192-bit keys, and 14 rounds for 256-bit keys. A distinct 128-bit round key is used for each of these
rounds. The AES standard the round is calculated using the key of the 128-bit key. AES is separated
into four fundamental parts of operations that handle data at the byte or bit level. The assortment of
bytes is organized as a 4x4 matrix. using the "State" function. The four crucial steps in the AES
algorithm are as follows:

Step 1: Sub Bytes & InvSubBytes Transformation: a substation table (S-Box) is used to transform a
non-linear substitution byte. This stage is referred to as Sub Bytes for the forward process' byte-by-byte
substitution. InvSubBytes is the name of InvSubBytes is the name of the comparison substitution
process utilized in the decryption stage. This procedure uses a 16 x 16 query table to replace a specified
byte in the input-state. The AES-based byte matrix is called S-box, Table 1. The parts in the query table
are created by destroying the bit-level relationships within each byte using GF's multiplicative inverses
and bit mix ideas. The substation byte procedure is depicted in figure 3.

0| 1| 2| A Bo| Bl Bzl bos
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Figure 3. The sub byte’s function

The figure 3 illustrates the SubBytes transformation in the Advanced Encryption Standard (AES)
algorithm. During this step, each byte in the AES state matrix is replaced with a corresponding byte
using a predefined Substitution Box (S-Box). In the example, the element (Luo et al., 2024) from the

2026 | Review of Muldisciplinary Academic and Pratice Studies / Vol 3 No 2, 101-113
104



input state matrix is selected and passed through the S-Box, represented by the symbol S, producing a
new value ( in the output state matrix. This substitution process is applied independently to all bytes in
the 4 x 4 state matrix.

The primary purpose of the SubBytes operation is to introduce nonlinearity into the encryption process,
making the relationship between the plaintext and ciphertext more complex and difficult for attackers
to analyze. By replacing each byte according to the carefully designed S-Box lookup table, AES
enhances its resistance against cryptanalytic attacks, particularly linear cryptanalysis and differential
cryptanalysis. As a result, SubBytes serves as a critical component in ensuring the overall security and

robustness of the AES encryption algorithm (Montazeri, Kebriaei, & Araabi, 2020).

Table 1. The AES's inverse S-box

X\Y| 0 1 2 3 4 | 516 |7 8 9 A|B|C|DJ|E|F
0 63 |7C |77 | 7B | F2 |6B |6F |C5 |30 |01 |67 |[2B |FE | D7 | AB |76
1 CA |82 |C9 |7D |FA |59 |47 |FO |AD | D4 | A2 |[AF |9C [ A4 |72 | CO
2 B7 |FD |93 |26 [36 |3F |F7 |CC |34 | A5 |ES |F1 |71 | D8 |31 |15
3 04 |C7 23 |C3 |18 |96 |05 |9A |07 |12 |80 |E2 |EB |27 |B2 |75
4 09 |83 |2C |1A |1IB |6E |[SA | A0 |52 |3B |D6 |B3 |29 |E3 |2F |84
5 53 | D1 |00 |ED |20 |[FC|Bl |5B |6A |CB |BE |39 |4A [4C |58 | CF
6 DO |EF | AA |FB |43 [4D |33 |85 |45 |F9 |02 |7F |50 |3C |9F | A8
7 51 |A3 140 [8F |92 |[9D |38 |F5 |BC |B6 |[DA |21 |10 |FF |F3 | D2
8 CD|0C |13 |EC |5F |97 |44 |17 |C4 |A7 |7E |3D |64 |5D |19 |73
9 60 |81 |4F | DC |22 [2A |90 |88 |46 |EE |B8 |14 |DE | 5E | 0B | DB
A EO |32 |3A |0A |49 |06 |24 |5C |C2 |[D3 |AC |62 [91 |95 |E4 |79
B E7 |C8 |37 |6D |8D | D5 |4E | A9 |6C |56 |F4 |EA |65 |7A | AE | 08
C BA |78 |25 |2E |1C |A6 | B4 |C6 |E8 |DD |74 |1F |4B |BD | 8B | 8A
D 70 |3E |BS |66 |48 |03 |F6 |OE |61 |35 |57 |BY9 |8 |C1 |1ID |9E
E El |F8 |98 |11 |69 |D9|8E |94 |9B |1E |87 |E9 |CE |55 |28 | DF
F 8C |A1 |8 |OD |BF [E6 |42 |68 |41 |99 |2D |[OF |BO [54 |BB |16

The same byte substitution technique is used for decoding in the inversion byte replacement operation.

Table (2) displays the inverse S-box.

Table X. AES inverse s box values used in the in sub-bytes transformation

X\Y | 0 1 2 3 4 5 6 7 8 9] A| B, C|D|E|F
0 52 109 |6A |[D5|30 |36 | A5 |38 |BF |40 | A3 |9E |81 |F3 | D7 |FB
1 7C |E3 |39 |82 |9B |2F |FF |87 |34 |8E |43 |44 |[C4 |DE | E9 |CB
2 54 |7B |94 |32 |A6 |C2 |23 |3D |EE |4C |95 | 0B |42 |FA | C3 | 4E
3 08 |2E | Al |66 |28 | D9 |24 | B2 |76 |5B | A2 |49 | 6D | 8B | DIl |25
4 72 | F8 | F6 [ 64 |86 |68 |98 [16 |D4| A4 |5C |CC|5D |65 | B6 |92
5 6C |70 148 |50 |FD |ED |B9 | DA |5E |15 |46 |57 | A7 |[8D | 9D | &4
6 90 | D8 |AB |00 |8C |BC | D3 |0OA |F7 |E4 [58 |05 | B8 | B3 |45 | 06
7 DO |2C |1E |8F |CA|3F |OF {02 |Cl1|AF |BD |03 |01 |13 |8A |6B
8 3A |91 |11 |41 [4F |67 |DC|EA |97 |F2 |CF |CE |FO | B4 |E6 |73
9 9 |AC |74 |22 |E7 |AD |35 |8 |E2 |F9 |37 |E8 |IC |75 | DF | 6E
A 47 |F1 |1A |71 | 1D |29 |C5 |89 |6F |B7 |62 |OE | AA |18 |BE | 1B
B FC |56 |3E [4B|C6 |D2 |79 |20 |[9A | DB |CO |FE |78 | CD | 5A | F4
C IF |[DD | A8 |33 |88 |07 |C7 |31 |Bl |12 |10 |59 |27 |80 |EC|S5F
D 60 |51 |7F [A9]19 |B5S |[4A |0D |2D|ES |7A |9F |93 | C9 |9C | EF
E A0 |EO |3B |[4D | AE |2A |F5 |BO |C8 |EB |BB |3C |83 [53 |99 |61
F 17 |2B |04 |7E |[BA |77 |D6 |26 |El1 |69 [14 |63 |55 |21 |0OC | 7D
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Step 2: The Transformation of Shift Row and InvShiftRow, the goal of this update is to jumble the byte
by rearranging the state array's rows inside each 128-bit block during the forward operation. The
associated alteration during the backward operation is called InvShift Row. The algorithm is linear
thanks to the two-featured Shift Rows transformation scheme. a straightforward byte transposition in
which the One to three bytes make up the left shift offset., and the last three state rows have bytes that
are episodically shifted. To complete the decryption step, the Inverse Shift Rows transformation has to
use the data to flip the state matrix rows' encrypted message in the other manner (Budler, Zupic¢, &
Trkman, 2021).

No
change ao,o aO,l ao,z a0,3 a0,0 aO,l a0.2 a0,3
ShiftRows

Sh‘if_tl a1,0 81'1 a1,2 a1,3 al,l a1,2 a1,3 a1,0
Lo g Lo g

Shift 2 3, az, az,z a2,3 az,z az,3 a2,0 a2,1
| v U

Shift 3| 834|383, (85, ?3,3 B 90 D51 @2

| -

< ——

Figure 4. The shift row transformation

Step 3: (Inverse Mix Columns & Mix Columns) Transformation: Use Mix Columns to independently
stir up the data in each column throughout the encryption process. The analogous transformation during
the decryption process is called InvMix Columns. Additionally, mixing up the 128-bit input block is
the goal. After ten rounds of preparation, the ciphertext's bits are dependent on the plaintext's bits. the
MixColumn process in conjunction with the ShifRows method. Refer to figure 5. The Mix Column's
phase is a linear conversion that combines each state matrix column. The Mix Column operation is the
primary diffusion component in the AES. Every four-byte column is treated as a vector and multiplied
by a predetermined four-byte matrix. The matrix has consistent entries. Depending on the inverse
matrix, the decryption methodology uses the same conversion mechanism as the inverse transformation
of Mix Columns. The GF (2%) is used for coefficient addition and multiplication (Wangu, Mangnus, &
van Westen, 2020).

MixColumns

>

&) c(x)

Figure 5. The mix columns operation

Step 4: Add-round-key Conversion, one technique for creating round keys is key scheduling, often
known as round key expansion. This is a simple, direct XOR operation between the working state and
the round-key. Refever to figure 6.
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Figure 6. The Add Round Key operation

Figure 7. Flowchart representation of the conventional AES system, showing the main stages of the
encryption procedure.
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g l AddRoundKey | I AddRoundKey I
l .................. v ‘|‘
v CIPHERTEXT CIPHERTEXT

Figure 7. The AES algorithm flowchart illustration

The figures illustrate two important components of the Advanced Encryption Standard (AES)
algorithm: the AddRoundKey transformation and the overall encryption—decryption process. In the
AddRoundKey stage, each byte of the state matrix is combined with the corresponding byte of the round
key using a bitwise Exclusive OR (XOR) operation. For example, the state element a2,2 is XORed with
the round key element k2,2, producing the output value b2,2. This operation is applied to every byte in
the 4 x 4 state matrix and serves to incorporate the secret key into the encryption process, ensuring that
the resulting ciphertext depends directly on the encryption key (Roggeveen & Sethuraman, 2021).

The second figure presents the complete AES workflow for both encryption and decryption. During
encryption, plaintext first undergoes an initial AddRoundKey operation, followed by multiple rounds
consisting of SubBytes, ShiftRows, MixColumns, and AddRoundKey transformations. These rounds
are repeated Nr—1 times, where Nr represents the total number of rounds determined by the key length.
In the final round, the MixColumns operation is omitted, and the output becomes the ciphertext. During
decryption, the process is reversed using the inverse transformations InvShiftRows, InvSubBytes,
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AddRoundKey, and InvMixColumns. The decryption rounds are also repeated Nr—1 times, with the
final round excluding InvMixColumns to recover the original plaintext. Together, these transformations
provide AES with strong confusion and diffusion properties, making it one of the most secure and
widely used symmetric encryption algorithms (Li et al., 2020).

2.3 Symmetric Cryptography: Mechanisms and Applications

Symmetric cryptography constitutes the foundation of efficient data encryption in contemporary
systems. The AES algorithm operates on a 4x4 byte state matrix, applying successive rounds of four
transformations: SubBytes (non-linear byte substitution using an S-Box), ShiftRows (cyclic row
transposition), MixColumns (linear column mixing), and AddRoundKey (XOR with a derived round
key) (Broadbent & De Barba, 2023). The number of rounds varies with key length: 10 rounds for 128-
bit, 12 rounds for 192-bit, and 14 rounds for 256-bit keys. This design ensures both confusion and
diffusion, the two fundamental properties of a secure cipher as defined by Shannon in 1949, referenced
in (Sharma, Koohang, Rana, Abed, & Dwivedi, 2023).

Recent research has extensively examined AES hardware and software implementations across diverse
platforms. demonstrated that hardware-accelerated AES implementations on FPGA platforms achieve
throughputs exceeding 10 Gbps, making AES suitable for high-speed network encryption. Software
implementations leveraging AES-NI CPU instructions achieve near-zero latency overhead in modern
desktop and server environments (Verma & Arora, 2025). AES has been extensively adopted in cloud
storage encryption, VPN protocols, full-disk encryption systems, and mobile communication standards
(Luo et al., 2024). Its security against differential and linear cryptanalysis remains robust under standard
computational assumptions, with no practical attacks known against AES-128 or higher (Hasan &
Talukder, 2023).

RC4's operational simplicity consisting of a Key Scheduling Algorithm (KSA) and a Pseudo-Random
Generation Algorithm (PRGA) enables rapid software implementation with minimal memory
requirements (Maity, Sinha, & Sinha, 2017). The KSA initializes a 256-byte permutation array using
the secret key, while the PRGA generates a pseudorandom keystream that is XORed with plaintext to
produce ciphertex. Despite known vulnerabilities in specific usage contexts, particularly when used
with static or related keys, RC4 remains deployed in environments where computational resources are
severely constrained or where backward compatibility is required. Recent studies have proposed
enhanced variants, such as Modified RC4 (MRC4), which address known biases through additional key
mixing phases and extended initialization sequences (Hodges & Moore, 2025).

2.4 Asymmetric Cryptography: Public Key Infrastructure and RSA

The introduction of public key cryptography fundamentally transformed information security by
enabling secure key exchange over insecure channels without prior secret sharing. The RSA algorithm,
proposed operationalizes this concept through the mathematical difficulty of factoring the product of
two large prime numbers. RSA's security guarantees are therefore contingent on the infeasibility of
integer factorization, a problem for which no polynomial-time classical algorithm is known. RSA key
sizes have grown over time in response to advances in factoring algorithms and computational power;
contemporary recommendations specify minimum key sizes of 2048 bits, with 3072 or 4096 bits for
long-term security applications (Huang, 2021).

RSA remains central to modern public key infrastructure (PKI), underpinning X.509 digital certificates,
the TLS handshake protocol, secure email (S/MIME and PGP), and code signing systems. Hybrid
cryptographic systems, which use RSA for secure key exchange and AES for bulk data encryption,
represent the dominant paradigm in contemporary secure communications protocols. The
computational cost of RSA operations particularly modular exponentiation scales with key size,
imposing performance constraints in latency-sensitive applications and resource-constrained devices
such as IoT sensors (Huang, 2021). Alternative asymmetric algorithms, including Elliptic Curve
Cryptography (ECC), have gained traction as more computationally efficient alternatives offering
equivalent security with shorter key lengths (Agarwal & Mannil, 2023).
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2.5 Comparative Studies and Current Implementation Challenges

Comparative analyses of AES, RC4, and RSA have been conducted across multiple dimensions
including throughput, latency, memory footprint, and energy consumption. Provided an early
systematic comparison of cryptographic algorithms, finding AES superior in security-performance
trade-off for general-purpose applications. More recent comparative studies have extended this analysis
to mobile, embedded, and cloud environments. A significant trend in contemporary research is the
evaluation of cryptographic performance in constrained loT environments, where energy efficiency and
memory usage are critical constraints alongside security (Zacharias & Lao, 2024).

The emergence of post-quantum cryptography represents a critical frontier in the field. Shor's algorithm,
if implemented on a sufficiently powerful quantum computer, could factor the large integers upon
which RSA security is based in polynomial time, effectively rendering RSA and other number-theoretic
cryptosystems insecure. NIST has been conducting a post-quantum cryptographic standardization
process since 2016, with several candidate algorithm including CRYSTALS-Kyber and CRYSTALS
Dilithium recently selected as standards. Symmetric algorithms such as AES are considered more
resilient to quantum attacks, with the effective security of AES-256 estimated to remain at
approximately 128 bits against Grover's quantum search algorithm. This divergence in quantum
resilience further underscores the importance of understanding the respective strengths and limitations
of symmetric versus asymmetric cryptographic approaches in the context of long-term security planning
(Agarwal & Mannil, 2023).

Recent implementations of cryptographic algorithms have increasingly incorporated Hardware Security
Modules (HSMs), Trusted Platform Modules (TPMs), and secure enclaves to protect key material and
cryptographic operations from software-level attacks. Side-channel attack mitigations, including timing
attack countermeasures and cache-resistant implementations, have become standard components of
production-grade cryptographic libraries such as OpenSSL and libsodium. The integration of
cryptographic algorithms into zero-trust security architectures and end-to-end encrypted
communication platforms represents a dominant application trend, driving demand for performant,
standards-compliant cryptographic implementations (Bui, Nguyen, Le, Nguyen, & Nguyen, 2026).

3. Methodology

This study adopts a Systematic Literature Review (SLR) methodology to examine, evaluate, and
synthesize existing research on symmetric and asymmetric cryptographic algorithms, with a specific
focus on AES, RC4, and RSA. The review process follows a structured protocol inspired by PRISMA
principles, which are widely used in scientific literature reviews to ensure transparency, rigor, and
reproducibility in the selection and analysis of studies. The literature was collected from major
academic databases, including IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and
Google Scholar, using carefully selected keywords related to encryption algorithms, cryptographic
performance, and security evaluation. The search scope was primarily limited to peer-reviewed journal
articles and conference papers published within a recent timeframe, while also incorporating
foundational studies to provide theoretical and historical context.

The selection of studies was guided by clear inclusion and exclusion criteria to ensure relevance and
quality. Included studies were required to focus directly on the operational mechanisms, performance
characteristics, security properties, or comparative evaluations of AES, RC4, and RSA. Studies that
addressed unrelated cryptographic areas or lacked empirical or analytical depth were excluded from the
review. After filtering, the remaining studies were systematically organized and prepared for further
analysis to ensure consistency and comparability across different research sources.

To conduct the comparative analysis, a structured framework was developed based on key evaluation
parameters, including algorithm standardization, structural design, key size configuration, processing
rounds, computational efficiency, and security strength against known attacks. Data extracted from the
selected studies were compiled using a standardized template to ensure uniformity in comparison. Due
to variations in experimental environments and measurement methods across studies, the analysis was
synthesized in a qualitative manner rather than strictly quantitative. The results were further validated
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by cross-referencing authoritative cryptographic standards and foundational references to ensure
accuracy and reliability, thereby providing a solid basis for evaluating and comparing the three
cryptographic algorithms (Nurrohmah & Saputra, 2026).

4. Results and Discussion

4.1 Results

The systematic review identified 35 primary studies and reference documents that met the inclusion
criteria, covering algorithm specifications, performance benchmarking, security evaluations, and
comparative analyses. The findings are organized based on the three main algorithm families: AES
(symmetric block cipher), RC4 (symmetric stream cipher), and RSA (asymmetric public-key
cryptosystem). AES consistently demonstrates superior performance in high-throughput encryption
across both hardware and software implementations. Hardware-accelerated AES using instruction set
extensions achieves multi-gigabit encryption speeds, while FPGA-based implementations further
enhance throughput through parallel processing and pipelining techniques. In software environments
without hardware acceleration, AES still delivers strong performance with moderate computational
overhead. The algorithm’s structure, consisting of multiple transformation rounds that vary depending
on key size, ensures both efficiency and strong security, making it one of the most widely adopted
encryption standards.

RC4 shows the highest raw encryption speed among the three algorithms due to its simple stream-based
design and minimal computational requirements. It performs efficiently on low-resource and embedded
systems, making it suitable for legacy applications and real-time processing environments. However,
despite its speed advantage, RC4 suffers from significant security weaknesses, particularly when
improper key usage or insufficient keystream initialization occurs. These vulnerabilities have led to its
deprecation in many modern security protocols, as attackers can exploit statistical biases in its output
to recover plaintext information. Although modified versions of RC4 have been proposed to mitigate
these issues, they have not achieved widespread adoption due to persistent concerns regarding
cryptographic robustness.

In contrast, RSA exhibits the highest computational complexity among the three algorithms, primarily
due to the use of large integer modular exponentiation. Its encryption and decryption processes are
significantly slower than symmetric algorithms, with decryption being particularly resource-intensive.
Key generation also requires substantial computational effort, involving large prime number selection
and complex mathematical operations. Despite these limitations, RSA remains essential in modern
cryptographic systems because of its unique ability to support secure key exchange and digital
signatures without requiring pre-shared secrets. As a result, RSA continues to play a critical role in
public key infrastructure, secure communication protocols, and authentication systems, despite its lower
efficiency compared to symmetric encryption methods.

4.2 Disscusion

The comparative analysis shows that no single cryptographic algorithm is universally optimal across
all dimensions, so the selection of an appropriate method must depend on specific application needs,
balancing security strength, computational performance, and key management complexity. AES
emerges as the most suitable option for high-performance and general-purpose encryption, particularly
in modern secure communication systems and data storage environments. Its efficiency, standardized
design, and strong resistance to known attacks make it the preferred symmetric encryption method
across enterprise, governmental, and consumer applications.

RC4, although historically important and still present in some legacy systems, is no longer considered
secure for modern cryptographic use due to well-documented vulnerabilities in its keystream generation
process. These weaknesses have led to its removal from widely used security protocols and its
replacement with more secure alternatives in most applications. However, in extremely resource-
constrained environments where computational limitations are critical, modified versions of RC4 may
still be used as a trade-off between performance and security, although with caution due to residual
risks.
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RSA, on the other hand, remains essential for secure key exchange and digital authentication but is
significantly more computationally intensive than symmetric encryption methods. Because of this
limitation, it is typically not used for direct data encryption but instead operates within hybrid
cryptographic systems where it securely exchanges symmetric session keys, while algorithms like AES
handle the actual data encryption. Looking forward, the emergence of quantum computing introduces
new security challenges, particularly for RSA and other asymmetric schemes, making the transition
toward quantum-resistant cryptographic approaches an important consideration for future secure system
design.

5. Conclusions

5.1 Conclusion

This paper presents a comprehensive comparative analysis of three fundamental cryptographic
algorithms, namely AES, RC4, and RSA, by examining their operational mechanisms, performance
efficiency, security strengths, and applicability in modern information security systems. The findings
indicate that symmetric encryption, particularly AES, provides significantly higher computational
efficiency compared to asymmetric encryption methods such as RSA, making it more suitable for
securing large volumes of data in high-performance environments. AES demonstrates strong resistance
against known cryptographic attacks and benefits from widespread standardization and hardware-level
acceleration, which further enhances its reliability and adoption in various security applications. In
contrast, RC4, despite its historical importance and simplicity in implementation, has become largely
obsolete in modern security systems due to well-documented vulnerabilities in its keystream generation
process, which compromise its ability to ensure data confidentiality in sensitive environments. On the
other hand, RSA continues to play a crucial role in public key infrastructure, particularly in secure key
exchange, authentication, and digital signature systems, although its relatively high computational
overhead limits its use for large-scale data encryption. The comparative evaluation of these algorithms
highlights the importance of leveraging their complementary strengths, leading to the widespread
adoption of hybrid cryptographic architectures that combine the efficiency of symmetric encryption
with the security advantages of asymmetric encryption. Overall, the study underscores that no single
cryptographic algorithm is universally optimal, and the selection of appropriate encryption techniques
must be guided by specific security requirements, performance constraints, and application contexts in
order to achieve a balanced and robust information security framework.

5.2 Research Limitations

This study is subject to several limitations that should be considered when interpreting the findings.
First, the comparative analysis is restricted to three algorithms (AES, RC4, and RSA) and does not
encompass the full landscape of contemporary cryptographic standards, including ECC, ChaCha20, or
post-quantum algorithms. Second, the performance comparisons are based on synthesized findings
from heterogeneous experimental environments, making direct quantitative comparison difficult. Third,
as a literature review, this study is inherently constrained by the scope and quality of the primary studies
reviewed, and may not capture the most recent implementation advances or vulnerability disclosures.
Fourth, the analysis does not address side-channel attacks including timing, power, and cache-based
attacks in depth, which represent an increasingly important attack surface in practical implementations.
Future research should address these limitations through empirical benchmarking studies across
standardized environments and expanded algorithm coverage including lightweight and post-quantum
cryptographic candidates.

5.3 Suggestions and Directions for Future Research

Several productive directions for future research can be identified from this review. First, empirical
benchmarking of AES, RC4 variants, and RSA on resource-constrained IoT environments, such as
ARM Cortex-M microcontrollers and RISC-V embedded systems, is needed to provide more accurate
performance insights for real-world deployment in smart devices and industrial applications. Second,
future studies should incorporate post-quantum cryptographic algorithms such as CRYSTALS-Kyber
and CRYSTALS-Dilithium alongside classical encryption methods to evaluate their comparative
efficiency and security readiness for the post-quantum era. Third, the development and evaluation of
hybrid cryptographic systems that combine classical and post-quantum approaches should be further
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explored, particularly in the context of secure communication protocols and key encapsulation
mechanisms suitable for large-scale deployment. Fourth, energy efficiency and computational cost
analysis of cryptographic algorithms in battery-powered and edge computing devices represent an
increasingly important research direction, especially with the rapid expansion of mobile and IoT
ecosystems. Finally, there is a growing need for intelligent and automated cryptographic selection
frameworks capable of recommending optimal encryption schemes based on application requirements,
security threat levels, and hardware limitations, thereby supporting more adaptive and efficient
cybersecurity system design.
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